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1
Introduction
TS 23.501 v16.0.1 contains the following two Editor’s notes in clause 5.30.2.7 and 5.30.2.8, respectively:
Editor's note:
The need to support QoS differentiation for access to PLMN services via non-public networks is FFS.

Editor's note:
The need to support QoS differentiation for access to SNPN services via PLMN is FFS.

2
Discussion
Access to PLMN services via SNPN is provided by using the Untrusted non-3GPP access architecture, the SNPN taking the role of “Untrusted non-3GPP access”, as illustrated in Figure 1.
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Figure 1: Access to PLMN services via Non-Public Network

Conversely, access to SNPN services via PLMN is provided by using the Untrusted non-3GPP access architecture, this time the PLMN taking the role of “Untrusted non-3GPP access”, as illustrated in Figure 2.
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Figure 2: Access to SNPN services via PLMN

QoS differentiation in Untrusted non-3GPP access is achieved by establishing distinct IPsec Child Security Associations (SAs), as described in TS 23.502 clause 4.12.5:
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Figure 4.12.5-1: PDU Session establishment via untrusted non-3GPP access

3.
Based on its own policies and configuration, and based on the QoS profiles received in the previous step, the N3IWF shall determine the number of IPsec Child SAs to establish and the QoS profiles associated with each IPsec Child SA. For example, the N3IWF may decide to establish one IPsec Child SA and associate all QoS profiles with this IPsec Child SA. In this case, all QoS Flows of the PDU Session would be transferred over one IPsec Child SA.

4a.
The N3IWF shall send to UE an IKE Create_Child_SA request according to the IKEv2 specification in RFC 7296 [3] to establish the first IPsec Child SA for the PDU Session. The IKE Create_Child_SA request indicates that the requested IPsec Child SA shall operate in tunnel mode. This request shall include a 3GPP-specific Notify payload which contains (a) the QFI(s) associated with the Child SA, (b) the identity of the PDU Session associated with this Child SA, (c) optionally, a DSCP value associated with the Child SA, (d) optionally a Default Child SA indication, and (e) an UP_IP_ADDRESS. The use of the UP_IP_ADDRESS is specified in step 8 below.


If a DSCP value is included, then the UE and the N3IWF shall mark all IP packets sent over this Child SA with this DSCP value.
As indicated in the cyan text, each Child SA is optionally associated with a DSCP value that (if provided via signalling) is used by both UE and N3IWF to mark the outer header of all IP packets.
It is possible to provide QoS differentiation on per-IPsec Child SA basis by using existing mechanisms, as follows:

-
The SMF in the SNPN or PLMN acting as “Untrusted non-3GPP access” can configure the UPF with QoS rules that are based on the DSCP marking in the outer IP header and the IP address of the N3IWF. The UPF then binds the corresponding user plane traffic flows to distinct QoS Flows.
-
The UE performs the UE requested PDU Session Modification procedure described in TS 23.502 clause 4.3.3.2 including packet filters that are based on the DSCP marking in the outer IP header and the IP address of the N3IWF. Based on UE’s request the SMF in the SNPN or PLMN acting as “Untrusted non-3GPP access” may establish a distinct QoS Flow on which it binds the traffic flow corresponding to the IPsec Child SA.

3
Proposal

It is proposed to agree that existing mechanisms can be used to provide QoS differentiation on per-IPsec Child SA basis. The proposal is implemented in a companion TS 23.501 CR submitted for this meeting (S2-1903845).
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